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OGC Has Reviewed

OGC 77-0644
28 January 1977

MEMORANDUM FOR : Deputy Director for Administration
Deputy Director for Operations
Deputy Director for Intelligence
Deputy Director for Science & Technology
D/DCI/Intelligence Community
D/DCI/National Intelligence Officers
Office of Legislative Counsel
The Comptroller
Inspector General

FROM | |
Associate General Counsel

SUBJECT : Handbook on Restrictions on Intelligence
Activities

The attached handbook, subject as above, was prepared by this
Office from a suggestion and work originating with the Inspector General,
which in turn resulted from discussions in the EAG. Your comments
and suggestions for improvement, modification, etc. are requested.

Also, would it be useful to print and distribute the handbook to all, or
selected, employees?

25X1A

Attachment

Unclassified when Separated
from Annex A

Approved For Release 20@@%9’ | @Eﬁqﬁhqﬂoumoooz

T

l:.‘_S.L...i.\::-i:;:, Ci 01‘3‘55}/
0120013-7— oo - — e




STATINTL ATTENTION : |

Approved For Release 2002/05/20 : CIA-RDP80-00473A000200120013-7

A 77-0726 TYA Remisiy

B e é_g,, ] e
’i‘:%! SR
i

g2

Tigbruary 1377

HEMORANTIM FOR:  General Counsel

FROE : John F. Blake
Deputvy Director for Administration
sick:

I believe some fairly wide distribution of the
vtandbook on Festrictions on Inteiligence Activities™
would he a wortinwhile effort. OSuch a distribution wouldl
continue to sensitize our people and, additionally, wouald
cive them # ready reference as to wiere to seeck more

detailed information,

John ¥, Blake

nistribution:
Orig & 1 - Adse

1 - JFB Chrono
]>' Chrono
A" - Subject w/background (DDA 77-0528)
DDA:JFBlake:kmg (8 Feb 77) STATIN

DDA 77-0528: Multiple Adse memo dtd 28 Jan 77 fr| | 0GC,
subj: Handbook on Restrictions on Intelligence Activities
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HANDBOOK
REQTRICTIOI‘JS ON INTELLIGENCE ACTIVITIES -
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A, Csonsensual ..
1. Concerning U.S
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. Persons. . . .
Z:. Concerning Non-U.S. Persons .
B. Non-consensual. . . ...

« & * & % 0w

Persons. . . .

2. Concerning Non-U.S. Persons

. C. Publicly Available Information.
D. Information Gratuitously Provided by Non-CIA Persons or

Oi*ganizatiohs RN

L PHYSICAL SURVEILLANCE R
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_.B. Cf Non-U.S, Persons . . . .
» C. Emergency Situations. . . . .

- IV. BLECTROMNIC SURVEILLANCE.

A, Consensual. . . .. .
B. Non-consensual . . . .
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C. Liaison with Other Federal Agencies.
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E. Testing of Equipment . .

V. UNCONSENTED PHYSIGAL SEARCHES. .
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HANDBOOK / :

RESTRICTIONS ON INTELLIGENCE ACTIVITIES.

s H

T IR TP I S SR R E S N e W
This Handbook is intended only as a summary and reference material

for the use of Agency personnel invelved in the collection and dissemination

of foreign intelligence. It is not to be regarded as a comprehensive treatige

. on restrictions applicable to foreign intelligence activities.

-' ‘ CAVEA_T: For additional guidance, always consult SE—Ieexd‘qdzi.rter‘s Régt.ﬂa’ci.ons.“ T

and Executive Order 11905 (annotated).
I. pefirﬂi@mné 7

A, "'U_nite'd Stéttés Person: " United States citizens, aliens édmitted to STATINTL

. the United States for permanent residence and corpecrations or other organi~

' semination or storage of non-publicly available information without the

STATINTL.

Sl . C. Other D 'r_ﬁtions: See Execttive Order ii905, éections Z and 5(3.5;
"_';.,HRl - . R .

e - zations incorporated ox organized in the United States. (Refer to HR [ ]
+. ' Executive Order 11905, section 5a.) ' SURT T T .

B'.,‘v "Collection: * | ény. cne :(jJr‘r.no‘r.e of Ithei‘.gatherinf.g:,- a.na‘l}rsi»s,‘ dis~ . STATINTL

informed express consent of the subject of the information. (Refer to HR
Executive Orde{' 11905, section 5a.) : B R

L Acquisition of Information in General

A, CONSENS‘UAL (with express permi‘ssion of subject)

1. Concerning U.S. Persons

a. The acquisition of such information is permissible.

(Refer to HR | Executive ~ STATINTL

Order 11905, Sections 4b, 5a(1), 5b(7) and 5b(7)
Giv).) ‘

- "Approved For Release 2002/05/20 : CIA-_RDP80-00473/\0002001_2001»3-'7
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b. Polygraphing of persons not affiliated or o be STATINTL
 affiliated with the Agency must he approved in . '

writing by Headquarters, (Refer to HB’.I:l ')'

The acqluf‘l ion, of such 1uio.c mation is pafml >5*h1e,
" (Refer to Executive Order 11905, section 4b )

- B. Non-consensual (without express permission of subject)

1. Concermng U.Ss. persons activities within the United

States may not be collected by a ny means, excepc, S g
| ST - D STATINTL
~a. foreign intelligence cr counterintziligence S
information. (Refer to HR] |
Executive Order 11905, section 5b(7) (1) and Gv) D)
b. information conccrnlng past or preuent employees,
: 4 STATINTL

. applicants or contractors, when necessary to protect '
. national securlty information or intelligence souxces and
methods from disclosure. (Refer to HR |
" . Executive Order 11905, section 5(b) (7) (ii).)
¢. information concerning the identity of U.S. persons i :
' in contact with those listed in (b) or with a non-U.S, STATINTL
person who is the subject of a fore1ga intelligence -
B T T or counterintelligence inquiry. (Refer to HR
ST:AT]NTL ‘ IR o :'Executive. Order 11905, section 5b(7)(i).)
L : : ~ d. information concerning persons reasonably believed
to be potential sources or contacts, but only to the
extent necessary to determine their suitability, .-
(Refer to HR| | Executive Order 11905, STATINTL
section 5b(7)(iii).) .
e. information concerning U.S. persons rez Sonc.bl)r
believed to be acting on behalf of a foreign power,
or engaging in international terrorist or narcotics
activities. (Refer to I-IRl | Executive STATINTL
. Order 11905, section 5b(T)(v).)
f. information concerning persons or activities posmg a
clear threat to foreign intelligence agency facilities o
personnel. (Refer to HR| [Executive STATINTL
Order 11905, scction hb(7)(vi).) -
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2. Concerning non-U.S. persons.
The acqulsltlon of such information is permissible, ercepi

by
a Elcctronlc surveillance within the Uzuiod States. .
= T ERefer to HE |Execu’f1vo Ordc,r 319’)5 - STATINTL
. section 5b{(2).) T . s
b Unconsented ph) rsical ¢ .;earche \within the United _
. States. (Refer to HR:l Executive Order STATINTL
11905 section 5b(3).) © .. S R S

STATINTL ) e, Pubhcly Avallable Informatmn on any ,Ub;cci o jb(‘]"iOhJ may be
7 acquired without restricton if it relates to foreign intelligence. (Refer to0 . - .-
_HR‘ } Executive Order 11905, sections 5a(1l) and 4b.) . T

D. Informatlon (_‘Cl'&tllltOUulY Prov1ded by Non~CIA Perso 5 or
Organlz’xtmns. . B

1 The U.S. Suprcme Gourt's cux rent Usilver j}h‘lter fheory
- S s o allows such information to be accepted by the Apency.
STATINTL, .~ - "~ (Refer to HR[ | U.S. v. Shea, 436F. 24740 -~
DT e (9'th Cir. 1970).) e e

P . 2. The Agency must not in any way r equesf, augﬁeqf or
S R - encourage that such information be provided to it.
STAT|NTL - _(Refer to HR| |and U.5. v, Sbea, supra. )

e IiI; Physxcal Surveﬂlar-ce

A Of U S. Persons

1 Consult Hqs for prior approval. (Refer to HR |:I Anno,a STA'I:INTL
A; Executlve Order 11905, section ‘3})(1) b} . -

2. Generally, permission will be granted only in those situations
concerning: :

e. the protcctlon of foreign intelligence sources and
methods or national security information {rom disclo-
sure by a past or present employee or contractor; -

(Refer to HR | . |E>cccqtive Order 11905,  gQTATINTL
section 5b(1) () .) ' '

Approved For Release 2002/05/20 : CIA-RDP80-00473/A000200120013-7
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b. the identity of U.S. persons contacting the subject
of foreign intelligence or counterintelligence
" inquiries; (Refer to HR | [Executive STATINTL
. Order 11905, section 5b(1)(1).) or :
-c.” U.S5. persons outside the United States reasonably
believed to be acting on behzlf of a forcn;jn power,
‘ 'engaglng in 1nte1 natiénal terrorist or’i '1'Lot1c “activites
L o LA o actlvlhcs threatenmg naticnal’ r*orm:tg “(Refer t6
STATINTL * - = - . ';; HR| | Executive Order 51906 section
' ' ' 5b(1)(111) ) < .

‘ B. Of Non—U S, Persons is permlssﬂale. (Refer to Executive Order
' 11905 secuon 4b. ) - :

_ Cc. Lmergency Situations: Consult Chief of Stahon, confdm H’eadquaj'tors
1mmecuately and proceed with caution. (Refer to HR Executive
Order 11905, section 5b(1).) : , STAT|NT|_

IV, .Electxl*'oﬁic Sﬁr(réillance o

s CCAL bonsensual the electrorlc acqulsltlon of 1nformat10n ]S perrmssﬂale
o 1f the :mtercepted commumcatmn is: : :

l. a public communicatidﬁ (i.e:.; radio, tele*{rision) ;'
R 2.. acqulred w1th the express consent of a party fhereto L

(1 e., t 1ephone momtor) or

3. _a non—-elech'onlc communication acqilifed with the expfess
consent of a person visibly present at the communication
o AR (i.e., visible agent with hidden microphone) . (Refer to
STATINTL o HR[  Fxecutive Order 11905, sections 4b and 5a(3).)

STATINTL

B. Non-consensual

1. prohlblted within the United States (Rc fer fo HR
Executive Ordu 11905, section ")b(Z) )

2. When directed at U.5. persons abroad, or communications
made from ecr received in the United States:

" ‘Approved For Release 2002/05/20 : C‘IP?—RDPSG-00473A(700_2001-200-13_—-7’--
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STATINTL
‘a. consult Hqs. for prior approval, (Refer ta HR | ,
~ Annex B; Executive Order 11905, section 5b(2). ‘ s
"b. Generally, Hgs. approval will be granted only if the S_TATINTL
- U,S5. person is rcauonably believed to be acting as an =~
. ;lgenf cf =3 fore 1gn p \fu}:’ (’RefericrﬁRl |)
C Luuscm w1th Other Federal A genc ws R L
When elect1 onic surveﬂlance w1thm the U S. is deemed necess ary, CIA
- may:’ . . : : F
B A 1. ask other federal agencies to perform such sufveﬂhnce
STATINTL =~ .~ (Refer to HR Executive Order 13905, secuon Jb(/) )
‘ S 2. prov:lde technlcal assistance for such surveillance. (Refer to
STATINTL . - ; R HR| |Executwc Order 11905, sectiorn. 51;(2) )]
‘D, E mergency Sltuétmns Consult Headquaxrters for prlor approval '
'md full ins tructlons. (Refer to HR| b) -:-_:_ _ STATINTL

R _5' E. Testing of qumment in the U.S. is perrmssﬂale; Oxﬂy n’

1 mo commum.c.a.tlon is aurally acqulred and testmg is- kC‘pt :
to the mlmmum feasible. : :
-'_.'_ 2. no 1nformat10n concermng ’r.he subst’mce, 1ntent or meanmg
; of any communication intercepted i is dlsclosed o @ anyone by
the technicians conducting *he test; any printout of an
' 1ntercepted communication made during testing is destroyed
" upon completion of the test or within 24 hours, whichever is
sooner; and no persons other than technicians conducting
the test have access to such printouts. (Refer to Executive
Order 11905, section 5b(2).) T

STATINTL

V. Unconsented Physical Searches.

A. Within the United States: prohibited. (Refer to HR
Executive Order 1190J, section 5H(3).)

B. Of U.S. Persons Ahroad

Approved For Release 2002/05/20 : CIA-RDP80-00473A09(0200120013-7" -
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- 1. Consult Headquarters for prior approval. (Refer to
" HR] | Executive Order 11905, section 5b(3) )

. 2. Headquarters must be provided with-all facts supporting
;2 reasonable belief that the subject U.5. person is ap

.= agent pfa foreign power. or terrorist group; relating g 0

" any intrusion 'which might occur upon thé property. ox

- possessions of any other persons; and supporting a

P ' .+ reasonable belief that the information sought is f.dreig'n
intelligence or counterintélligence which, cannot

e 'reas'.onably be obtained in a less intrusive manner.

3. No force or violence or threat thereof shall be used.,

"-4. The only information from such searches to be retained
or disclosed by CIA shall be: -

a. foreign intelligerice or counterintelligence information .
b. ‘information indicating involvement in activities in
_violation of U.S. law, which information shall only be
. disseminated to appropriate law enforcement agencies. -

5. Em‘er'gency' Situations. =~ . R o :
. Consult Headquarters or designated senior official abroad =
-+ for prior approval. (Refer to Executive Order 11905,
section 5b(3).) IR O
| VI, Mai‘ifntéﬁ:éepts . (Coening oxr E}:éxfninatiori) in U.5. Postal Channels or STATINT‘L
- Concerning U.S. Persons:  Consult Headquarters for prior approval and
- observe 21l relevant statutes and regulations, (Refer to HR
- Executive Order 11905, section 5b(4).) '

- VII. Anti-Narcotics Operations: Consult Headciuarter‘s fz'eqﬁehtlsf and observe
all U.S. narcotics laws, (Refer to Executive Order 11905, sechon 42(3) and (5) ]

‘VIII. Liaison Problems o ' L

A. No assistance (equipment, expertise, name traces, money, manpower,
etc.) shall be given liaison services for their operations targeted on U,S.
persons. (Refer to U.S. v. Shea, supra; Executive Order 11905, section 4a(4y.)

Approved For-Release 2002/05/20 : CI(;)O«-RDPSO-00473A000200_1 20013-7
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B. Knowledge that liaison services are diverting U.S. funds or
equipment to such purposes should be reported to Headquarters., (Refer to
Executive Order 11905 section 4a(4) .)

IX Undluclosed Partlmgatlon in Groups Within the United cJCcJ,JCeS (Re{cr to
e ROrs:

AL (rroups Comﬁggsed Prlmcurlly of U, S Persd.nsm
1 Undlsclosed partlmpahon is Eermlssfble for d. c-\re? oping |
associations and credentials to be used in collectin g

forelgn 1ntelhgence outvlde of the United & tates

Z Urdlsclosed part1c1pat10n is prohibited for coll ectlng
' forelgn 1nte111gence or counferlnte}hgence. _

B. (zroups (‘omposed Prlmarﬂy of Non-U.S. Persons may be 1nf1].£roted

: 1f they are reasonably behevcd acting on behalf of a forelgn power.

X, .Dlssem‘mahon and Storage ' _‘ L o s . STATINTL

LA (;onsult Headquarter (Refer to’ HRl:l Ekecutwe Order 11905
section B, ) SR S .

B Approprmte U S law enforcement ag,encles ma.y be prow’ldeci information -

| 1ndlcat1ng nolatmns of U S laws.

. C Records of illegal act1v1t1e§3:_ oi[xgencypcr%onnel shall not 'beAdestroyad .

XI Drig ?Experiméxlfatidn . - o . ) "STATINTL

STATINTL

STATINTL

A. Consult Headquarters for prior approval. (Refer to HR |:|

B. Permissible dnly with the subject's written and witnessed fullj -
informed consent. (Refer to th:l Executive Order 1?90,-, sectlon 5d.)

XII. Exeminaticn of Tax Information. STATINTL
A. Consult Headquarters for prior approval. (Refer to HR
B. Permissible only in cenformance with U S. statutes and regulations.

(Rc.fcl to }Rl IElxcc11t1vL Order 11905, section 5b(5).)

Approved For Release 2002/05/20 : CIA-RDP80-00473A000200120013-7 »
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- E}rec utlve Order 11905 sectmn Se )
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KL, Prohibition of Assassination. It is'prohibited to engage in, or conspire
RI:le Executive Order STATINTL
11905, section 5f.)

STATINTL

XIV. Asmsnnce to State af\d Local Law Enfoi c,emont Auiho:]ne; :

<A Corsult Headquavtexs for- prlox app‘r-ovﬁl" - (Refer to HR

B Su.ch assxstance is generally p1 ohibited unless it in \rohrari the
protection of Agency personnel or facilities; or the prevenfion. of es spionage

- or other Cl"l nlnal act1v1ty relatecd to foreign mtelhg»enc e or counfc; in. feJJ: f!cnce

STATINTL

STATINTL

i XVI_‘; Sourcns and Agents -

|:| Executw«= Order 11905 se:ctlon 5e(2) )

XV. Lla'vscn w1th Other Federal Agencies . R A o »STATINTL

A C*Dnsu"’t Headquar ters for priox appraval (Pefer to HR

B Generally, such actw:.tles will be permltted coneu.sferst \v5) ‘rh ﬂwe :

l Ag,ency s duty to produce, collect, and disseminate for eign’intelli gence; to

protect Agency personnel and facilities; and to provide special ized equipment

‘" and technical knowledge to other federal departments and agencies., (Refer to
S HR] IEJxecutLve Order 11905, sechons 4&(1) 4&(7), ,:a(yn) and
o 59(2) (11) ) o

A A«-cl edlted Re_presenntlves uf U.s. Pubhc Mvcha ' The Arxe;uy :
will not enter into a paid or contractual relatlonshlp wi ’rh accrom fed membeys

STATINTL (Refer to HR [ |

- B. Amerl.can Clergymen and Missionaries

1. The Agency will not enter into a secret confractual
‘relationship with the above, although volunteered . ’
information is welcomed. (Refer to HR| b STATINTL

2. This restriction applies to any person, ordained or
otherwise, sent out by a mission or church to preach,
- teach, heal, or proselyte.

3. The Agency will not fund or use as fundmg cutouts such
groupc; or individuals.

C. See Annex A.
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